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DETAILED ACTION 
Amendment 

The Amendment, filed October 2, 2006, has been received and made of record. 
In response to the most recent Office Action, dated March 31 , 2006, claims 27 and 32 
5 have been amended and claims 30, 34, and 43 have been cancelled. 

Response to Amendment 

Regarding claims 27 and 32, the claims have been amended to correct the 
previously identified informalities, and therefore, the objections to claims 27 and 32 are 
10 hereby withdrawn. 

Response to Arguments 

Applicant's arguments have been fully considered but they are not persuasive. 

First, Regarding Examiner's use of Official Notice, Applicant's attempted traversal 
15 is inadequate. "To adequately traverse such a finding, an applicant must specifically 
point out the supposed errors in the examiner's action, which would include stating why 
the noticed fact is not considered to be common knowledge or well-known in the art." 

« 

See MPEP §2144.03. Applicant's traversal amounts to a mere allegation of 
patentability over the common knowledge/well-known in the art. Therefore, because the 
20 Applicant has not specifically pointed out the supposed errors in the Examiner's action, 
including stating why the noticed fact is not considered to be common knowledge or 
well-known in the art, the Examiner finds the traversal to be inadequate. 
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Second, Applicant submits "the combination of Hill, Davis '446, and Official 
Notice is deficient as the Examiner has mischaracterized Davis '446" (Applicant 
Response, p. 14.) The Examiner respectfully disagrees. 

It is Applicant's position that Davis. '446 does not disclose a plurality of encryption 
5 and decryption key pairs that are assigned to different individuals, citing Davis as 
follows: 

A "key" is an encoding and/or decoding parameter used by conventional 
cryptographic functions such as public-key cryptographic function (e.g., Rivest, 
Shamir and Adleman "RSA" and other types), or a symmetric key cryptographic 

10 function (e.g., Data Encryption Algorithm "DEA" and other types). A 

"certificate" is defined as any digital information (including a key) 
associated with an entity, encrypted by a private key held by another entity 
such as a manufacturer or a widely published trusted authority (e.g., bank, 
governmental entity, trade association, etc.). A "digital signature" is similar to 

15 a certificate, but is normally used for authenticating data, not its sender. 

{Emphasis added. '446 - col. 3 lines 9-21 .) 

However, it is clear from the text of the reference that the keys taught by Davis 
can be associated with an entity, and that the entities explicitly provided by Davis are 

20 provided as non-limiting examples, which is made obvious by use of the non-limiting 
language of "such as" "e.g." and "etc." It is the Examiner's position that the term "entity", 
to which the keys are associated, may be an individual, as called for by each of 
Applicant's independent claims, and therefore, the combination of Hill, Davis '446, and 
Official Notice is found to disclose each limitation of the dependent claims. Accordingly, 

25 the Examiner respectfully stands behind the 35 U.S.C. § 103(a) rejections to claims 27- 
29, 31-33, 35-42, and 44-46. 
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Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
5 forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 

the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3* US' 

1 0 Claims 27-29, 31, 33, 35, 37-*; 41-42, and 4B-46 are rejected under 35 U.S.C. 

103(a) as being unpatentable over Hill (US 5,497,419) in view of Davis 5,966,446, in 
further view of Examiner's Official Notice. 

Regarding claim 27 . Hill is found to teach an in-car video recording apparatus 
comprising a video camera (fig. 3 indicator 22; col. 4 lines 59-64), status information 

15 (fig. 1 indicators 11, 12, 14, 16, 18, 20, and 21; col. 8 lines 35-50), a microphone (col. 5 
lines 20-25, in which audio capture is provided), a base unit (fig. 3 indicator 24;col. 8 
lines 18-24) coupled to the camera and the microphone, and comprising a buffer and 
merge circuit functioning to merge (col. 9 lines 37-42) status information with the video 
data and buffer the resulting composite digital data (fig. 3 indicators 34 and 36; col. 8 

20 line 60 - col. 9 line 1 5), a compression circuit for compressing the composite live digital 
video data stored in said buffer, and for compressing said audio data (fig. 1 indicator 36; 
col. 9 lines 7-1 5; although not explicitly stated, the compression of the audio data is 
found to occur as demonstrated by later decompression of the audio signal, col. 1 1 lines 
47-52), means for recording the compressed live video digital data and the audio data 

25 onto a digital data recording medium (fig. 3 indicator 30; col. 8 lines 51-56.) Hill is also 
found to teach display means for displaying status information (fig. 6; col. 1 1 lines 8-15), 
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but does not teach the display means coupled to the base unit. Because Hill also 
teaches the potential of a real-time recording and playback system (col. 10 lines 47-48), 
it would have been obvious to one of ordinary skill in the art at the time of the invention 
to integrate the two separate units taught by Hill, into one single base unit in order to 
5 eliminate the need to physically transfer the hard disk between units, to provide for 
recording and playback of video and audio data in a single location, and to provide for 
real-time playback of the video and audio data so that the user, or an observer, may 
observe the events live, while they are also being recorded. Additionally, although Hill is 
found to teach anti-tampering means employing encryption keys (col. 6 lines 27-30), Hill 

1 0 does not explicitly disclose anti-tampering means for calculating a digital signature for 
the compressed live digital data and the audio data, and encrypting the digital signature 
with at least one of a plurality of encryption and decryption key pairs. 

Nevertheless, Davis teaches calculating a digital signature for digital video data 
and audio data, and encrypting the digital signature with an encryption and decryption 

1 5 key pair (col. 3 lines 8-21 ; col. 6 lines 23-25.) It would have been obvious to one of 

ordinary skill in the art at the time of the invention to employ the digital signature with an 
encryption and decryption key pair as taught by Davis within the apparatus as taught by 
Hill in order to further insure the integrity of the data. 

Furthermore, Official Notice is taken regarding associating a more than one 

20 encryption and decryption key pairs with an apparatus and with more than one 

designated individual; concepts that are well known and expected in the arts of data 
security and cryptography. It would have been obvious to one of ordinary skill in the art 
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at the time of the invention to employ a plurality of encryption and decryption key pairs 
with the apparatus as taught by Davis and Hill so that the data can be accessed by 
these multiple individuals. 

Regarding claim 28 . Hill, Davis, and Examiner's Official Notice disclose all of the 
5 limitations of claim 28 (see the 1 03(a) rejection to claim 27 supra ) including disclosing a 
teaching by Hill wherein the base unit further comprises means for monitoring for 
occurrence of physical phenomenon which indicates that the encrypted digital signature 
has been improperly altered ('419 - col. 7 lines 6-10.) 

Regarding claim 29 . Hill, Davis, and Examiner's Official Notice disclose all of the 
10 limitations of claim 29 (see the 103(a) rejection to claim 27 supra ) including disclosing a 
teaching by Hill wherein the base unit further comprises means for monitoring for 
occurrence of electrical phenomenon which indicates that the encrypted digital 
signature has been improperly altered ('41 9 - col. 6 lines 61-66.) 

Regarding claim 31 . Hill, Davis, and Examiner's Official Notice disclose all of the 
1 5 limitations of claim 31 (see the 1 03(a) rejection to claim 27 supra ) except for explicitly 
disclosing wherein different individuals are assigned the plurality of encryption and 
decryption key pairs from a group of individuals consisting of patrolmen, evidence 
officers, officers, and judges. However, Hill does teach employing the apparatus within 
the vehicle of public safety personnel and securing data to insure the chain of evidence 
20 in courts of law (col. 1 lines 50-52; col. 5 lines 16-20.) 

Examiner's Official Notice is also taken regarding the concept that individuals 
associated with the normal chain of evidence in courts of law include patrolmen, 
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evidence officers, officers, and judges. It would have been obvious to one of ordinary 
skill in the art at the time of the invention to assign the key pairs to individuals from a 
group of individuals consisting of patrolmen, evidence officers, officers, and judges, in 
order to maintain the integrity of data with an evidentiary chain. 
5 Regarding claim 33 . Hill teaches a system for tamper-proofing digital data that 

comprises recording surveillance video digital data on recording medium (fig. 3 indicator 
30; col. 8 lines 51.-56), employing encryption keys (col. 6 lines 27-30), performing 
encryption (fig. 1 indicator 34; col. 9 lines 10-15) and decryption (fig.6 indicator 144; col. 
1 1 lines 15-28.) Hill does not explicitly disclose the system being in a police patrol car, 

1 0 but does teach the system employed within the vehicle of public safety personnel, as 
well as securing data to insure the chain of evidence in courts of law (col. 1 lines 50-52; 
col. 5 lines 16-20.) It would have been obvious to one of ordinary skill in the art at the 
time of the invention to employ the system in a police patrol car, which is a public safety 
personnel vehicle, for the purposes of documenting and securing events for use in court 

15 proceedings. Hill also does not disclose employing a digital signature within the system. 

Nevertheless, although Hill also does not disclose employing a digital signature 
within the system, Davis is found to teach calculating a digital signature for digital video 
data, and encrypting the digital signature with an encryption and decryption key pair 
(col. 3 lines 8-21; col. 6 lines 23-25.) It would have been obvious to one of ordinary skill 

20 in the art at the time of the invention to employ encrypting the digital signature with an 
encryption and decryption key pair as taught by Davis in concert with the apparatus as 
taught by Hill in order to further insure the integrity of the data. 
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Furthermore, Official Notice is taken regarding associating more than one 
encryption and decryption key pairs with an apparatus and with more than one 
designated individual; concepts that are well-known and expected in the art of data 
security and cryptography. It would have been obvious to one of ordinary skill in the art 
5 at the time of the invention to employ a plurality of encryption and decryption key pairs 
with the apparatus as taught by Davis and Hill so that the data can be accessed by 
these multiple individuals. 

Regarding claim 35 . Hill, Davis, and Examiner's Official Notice disclose all of the 
limitations of claim 35 (see the 103(a) rejection to claim 33 supra ) except for explicitly 

1 0 disclosing wherein different individuals are assigned the plurality of encryption and 
decryption key pairs from a group of individuals consisting of patrolmen, evidence 
officers, officers, and judges. However, Hill does teach employing the apparatus within 
the vehicle of public safety personnel and securing data to insure the chain of evidence 
in courts of law (col. 1 lines 50-52; col. 5 lines 16-20.) 

1 5 Examiner's Official Notice is also taken regarding the concept that individuals 

associated with the normal chain of evidence in courts of law include patrolmen, 
evidence officers, officers, and judges. It would have been obvious to one of ordinary 
skill in the art at the time of the invention to assign the key pairs to individuals from a 
group of individuals consisting of patrolmen, evidence officers, officers, and judges, in 

20 order to maintain the integrity of data with an evidentiary chain. 

Regarding claim 37 . Hill, Davis, and Examiner's Official Notice disclose all of the 
limitations of claim 37 (see the 103(a) rejection to claim 33 supra ) including disclosing a 
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teaching by Hill regarding recording audio signals in conjunction with the digital data 
and digitaj signature ('419 - col. 5 lines 20-25, in which audio capture is provided.) 

Regarding claim 38 . Hill, Davis, and Examiner's Official Notice disclose all of the 
limitations of claim 38 (see the 10 3(a) rejection to claim 33 supra ) including disclosing a 
5 teaching by Hill regarding recording status information in conjunction with the digital 
data and digital signature ('41 9 -fig. 1 indicators 1 1 , 12, 14, 16, 18, 20, and 21; col. 8 
lines 35-50.) 

Regarding claim 41 . Hill, Davis, and Examiner's Official Notice disclose all of the 
limitations of claim 41 (see the 10 3(a) rejection to claim 39 infra ) including a teaching 
10 by Hill of monitoring for the occurrence of a physical phenomenon indicating improper 
alteration ('419 - col. 7 lines 6-10.) 

Regarding claim 42 , Hill, Davis/and Examiner's Official Notice disclose all of the 
limitations of claim 42 (see the 10 3(a) rejection to claim 39 infra ) including a teaching 
by Hill of monitoring for the occurrence of an electrical phenomenon indicating improper 
1 5 alteration ('41 9 - col. 6 lines 61 -66.) 

Regarding claims 45 and 46 . although the wording is different, the material is 
considered substantively equivalent to claims 41 and 42, respectively, as discussed 
above. 



20 



Claims 32 and 36 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Hill (US 5,497,419) in view of Davis 5,966,446, in view of Examiner's Official 
Notice, in further view of Hansmann et al. (US 6,892,301 .) 
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Regarding claim 32 , Hill, Davis, and Examiner's Official Notice disclose all of the 
limitations of claim 32 (see the 103(a) rejection to claim 27 supra ) except for teaching 
wherein the base unit further comprises a key port for receiving by insertion a key chip 
having at least one of the plurality of encryption and decryption key pairs installed 
5 thereon. 

Nevertheless, Hansmann teaches employing a key port receiving a key chip with 
a key installed thereon (fig. 1 ; col. 8 lines 5-22.) It would have been obvious to one of 
ordinary skill in the art at the time of the invention to employ a key chip and receiving 
port as taught by Hansmann with the apparatus as taught by Hill, Davis, and Examiner's 
10 Official Notice in order serve as an access control medium, allowing a user to access 
the system data. 

Regarding claim 36 , Hill, Davis, and Examiner's Official Notice disclose all of the 
limitations of claim 36 (see the 103(a) rejection to claim 33 supra ) except for teaching 
wherein at least one controller further comprises a key port for receiving by insertion a 

15 key chip having at least one of the plurality of encryption key pairs installed thereon. 

Nevertheless, Hansmann teaches employing a key port receiving a key chip with 
a key installed thereon (fig. 1 ; col. 8 lines 5-22.) It would have been obvious to one of 
ordinary skill in the art at the time of the invention to employ a key chip and receiving 
port as taught by Hansmann with the system as taught by Hill, Davis, and Examiner's 

20 Official Notice in order serve as an access control medium, allowing a user to access 
the system data. 
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Claims 39 and 44 are rejected under 35 U.S:C. 103(a) as being unpatentable 
over Hill (US 5,497,419) in view of Davis 5,966,446, in view of Examiner's Official 
Notice, in further view of Davis et al. (US 5,577,121) 

Regarding claim 39 , Hill teaches a method for tamper-proofing digital data that 
5 comprises recording video and audio signals with surveillance equipment (fig. 3 

indicator 22; col. 4 lines 59-64; col. 5 lines 20-25, in which audio capture is provided), 
storing the data on a digital data recording medium (fig. 3 indicator 30; col. 8 lines 51- 
56.) Hill does not explicitly disclose the method being applied within a police patrol car, 
but does teach the system employed within the vehicle of public safety personnel, as 

10 well as securing data to insure the chain of evidence in courts of law (col. 1 lines 50-52; 
col. 5 lines 16-20.) It would have been obvious to one of ordinary skill in the art at the 
time of the invention to employ the system in a police patrol car, which is a public safety 
personnel vehicle, for the purposes of documenting and securing events for use in court 
proceedings. Hill also does not disclose. employing a digital signature with this data, or 

15 performing multiple encryption and decryption operations on the digital signature with at 
least one of the encryption and decryption key pairs within the method, however, Hill is 
found to teach anti-tampering means employing encryption keys (col. 6 lines 27-30.) 

Nevertheless, Davis teaches calculating a digital signature for video and audio 
signals, and encrypting the digital signature with an encryption and decryption key pair 

20 (col. 3 lines 8-21 ; col. 6 lines 23-25.) It would have been obvious to one of ordinary skill 
in the art at the time of the invention to employ the digital signature with an encryption 
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and decryption key pair as taught by Davis within the method as taught by Hill in order 
to further insure the integrity of the data. 

Official Notice is taken regarding associating a more than one encryption and 
decryption key pairs with an apparatus and with more than one designated individual; 
5 concepts that are well known and expected in the art of data security and cryptography. 
It would have been obvious to one of ordinary skill in the art at the time of the invention 
to employ a plurality of encryption and decryption key pairs with the apparatus as taught 
by Davis and Hill so that the data can be accessed by these multiple individuals. 

Furthermore, Official Notice is also taken regarding the practice of performing 
1 0 multiple encryption operations on an encryption; a concept that is well known and 
expected in the art of data security and cryptography. It would have been obvious to 
one of ordinary skill in the art at the time of the invention to perform multiple encryptions 
of the digital signature (and the corresponding decryptions) with at least one of the 
encryption key pairs in order to increase the difficulty in defeating the encryption 
15 security measures insuring the data integrity by way of multiple encryption layers. 

Regarding claim 44 . although the wording is different, the material is considered 
substantively equivalent to claim 39, as discussed above. 



20 



Claim 40 is rejected under 35 U.S.C. 103(a) as being unpatentable over Hill (US 
5,497,419) in view of Davis 5,966,446, in view of Examiner's Official Notice, in view of 
Davis et al. (US 5,577,121), in further view of Washino et al. (US 5,625,410.) 
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Regarding claim 40 , Hill, Davis, and Examiner's Official Notice disclose all of the 
limitations of claim 40 (see the 103(a) rejection to claim 39 supra ) except for teaching 
recording the digital data and encrypted digital signature on multiple recording mediums 
in the process of performing the multiple encrypting and decrypting operations on the 
5 encrypted digital signature. 

Nevertheless, Washino teaches recording onto multiple recording mediums (col. 
6 lines 28^10.) It would have been obvious to one of ordinary skill in the art at the time 
of the invention to make multiple recordings as taught by Washino of the digital data 
and encrypted digital signature being recorded by the method as taught by Hill, Davis, 
1 0 and Examiner's Official Notice, in order to either create a backup to the data or to 
produce a comparative copy to which authenticity may be judged against, therefore 
making it more difficult to defeat the integrity of the data. 

Conclusion 

1 5 The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure. 

Friedman (US 5,499,294) discloses the use of an encrypted digital signature 
within a digital camera. 

Daniels et al. (US 5,991 ,401) discloses the use of multiple decryption/encryption 
20 key pairs distributed to multiple clients. 

Hillis (US 6,028,936) discloses the use of encrypted digital signatures. 
Crisan et al. (US 6,125,457) discloses encrypting digital signatures. 
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Jiang (US 6,278,91 3) discloses multiple keys distributed to different individuals to 
permit access to data. 

5 THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 

policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
1 0 mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of , 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

15 

Contact 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Gary C. Vieaux whose telephone number is 571-272- 
7318. The examiner can normally be reached on Monday - Friday, 8:00am - 4:00pm. 
20 If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, NgocYen T. Vu can be reached on 571-272-7320. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
5 For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-91 99 (IN USA OR CANADA) or 571 -272-1000. 

0 

Gary C. Vieaux 
Examiner 
Art Unit 2622 
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